of these metal enclosures. Ultrasound, however, presents a promising alternative. Steel is an excellent conduit of ultrasonic energy, and ultrasound transmission requires no compromise of the container's security or structural integrity. Therefore, the focus of this paper is to present empirical results for a digital transmitter/receiver system for a new method of ultrasonic communication for metal shipping containers.
Shipping containers are typically either 20 or 40 ft long, 8 ft wide, and 8 1/2 ft tall. They are constructed with four structural steel corner posts, which terminate at the top and bottom with cast steel blocks. As many as 12 containers can be stacked in shipyards or on board ships. When stacked, the weight of the containers and their cargo is carried by each of the continuous columns of the four corner posts. For structural and security reasons, the doors of a container must not be opened in transit, and holes may not be drilled through a container's walls.
Because traditional wireless RF communication systems cannot be applied for communicating through closed shipping containers, ultrasonic communication methods were explored by the authors of this paper. The basic architecture includes mounted modules to establish two-way communication. Future modules will also be capable of participating in a relay network along an aggregate column formed by a stack of containers. In one use-case scenario, one module would be fixed and mounted inside a container, and the other would be handheld, portable, and held in contact with a container by an operator. Modules mounted inside a container may use RF to communicate with RFID tags and/or sensor modules that are also inside the container.
Ultrasonic sensor systems have been known within the instrumentation community for many years. Common applications of ultrasonic systems include range finding, flow rate determination, and monitoring of chemical processes [1] , [2] . The most common applications of ultrasonics do not involve ultrasonic communications; rather, they originate from the relatively matured fields of nondestructive testing and medical imaging [3] , [4] . For example, in the field of nondestructive testing, the propagation of high-frequency (several megahertz) ultrasound is transmitted through various materials for the detection of discontinuities such as flaws or cracks [3] . In medical applications, ultrasonic reflections are the basis of forming images underneath the skin. Although there is an extensive body of data related to these types of applications, the high-frequency (and high-resolution) transducers designed to operate in these regimes are costly and therefore may be impractical for the types of application domains where ultrasonic communications would be employed. Furthermore, high-frequency ultrasound has limited transmission range through metal.
Recently, studies involving ultrasonic communication through water, air, and metallic mediums have begun to appear. Underwater telemetry has been examined by several authors, including Baggeroer [5] and Stojanovic [6] , and underwater communication researchers have found that FSK and multitone FSK (MFSK) provide robust modulation schemes, as in [7] [8] [9] . To briefly elaborate, Scussel et al. [8] used 1-of-4 MFSK and Hadamard MFSK to transmit up to 2400 b/s. Another research on underwater communication with autonomous underwater vehicles was conducted at Florida Atlantic University [9] . This research used multifrequency shift keying to communicate in shallow water up to 5000 m.
Air mediums have been studied by several authors, and a few examples are given here. Short-range (1-2 m) ultrasonic communication through air has been studied in the context of quadrature phase-shift keying (QPSK) for improved data rates [10] . The researchers used capacitive ultrasonic transducers to transmit data through air using QPSK. They were able to achieve reliable data transmission of up to 1 m under laboratory conditions. Research involving through-air ultrasonic communication was performed by S. Holm [11] . Transmission up to 20 m was obtained using FSK. Research was also conducted at Oak Ridge National Laboratories in 1993 and further in 1999, where a successful demonstration system was built to communicate using ultrasound in air [12] . Oak Ridge National Laboratories also experimented with various types of pipes, including galvanized, copper, and PVC [Ibid] . For this demonstration system, a laptop with a LabView Virtual Instrument at each end of the communication channel was employed.
A relatively small number of experiments have been conducted using ultrasonic communication through metallic structures. Sakuma et al. experimented with communicating through metal gas pipe lines using ultrasonics [13] . These signals were transmitted using a frequency-hopping scheme, and modulation schemes of differential phase-shift keying and quadrature amplitude modulation were compared. Saulnier et al. worked to communicate ultrasound through a 6-in steel wall [14] . The research in [14] describes three approaches for communicating through the steel block: a double-hop approach, a reflectedpulse approach, and an approach consisting of a hybrid between the two. In another metallic application, Tomlinson et al. in 2007 designed an ultrasonic communication system to operate within an aircraft's airframe and across the outside of a steel shipping container [15] . However, this prior research related to shipping containers was limited in several ways.
1) It did not consider communication from within a container to the outside of a container. 2) It did not consider communication among stacked containers.
3) It did not consider two-way communication.
4) It did not proceed to the system-prototyping stage. The subsequent sections of this paper describe the design and implementation of an ultrasonic communication system for stacked shipping containers and are organized as follows: Section II discusses the required methods to effectively communicate through the steel channel. Section III describes the implementation of the system design and optimizations for the design. Lastly, Section IV discusses future work and our conclusions. This paper builds on the ultrasonic work that we presented in [16] . In particular, we offer additional laboratory data and expanded discussions on the sampling strategy, optimization approaches, new hardware approaches, and accuracy studies.
II. METHODS AND APPROACH
To solve the communication problem, the team's design is represented by the block diagram in Fig. 1 . The modulation clock triggers the transmission of the synchronization tone and data. After a sync tone is transmitted to initiate communication between the transmitter and the receiver, the transmitter encodes and modulates the data before sending them to the digitalto-analog converter (DAC). The receiver then samples the modulated signal with the analog-to-digital converter (ADC), performs fast Fourier transform (FFT), and decodes the signal in order to output the data.
To engineer a robust system, it was necessary to characterize the piezoelectric transducers and the steel channel. An MFSK modulation scheme was chosen to combat severe fading that arises from transmitting ultrasound in a steel communication channel. In the following three subsections, we discuss characterization of the ultrasonic transducers, empirical analysis of the steel channel, and MFSK modulation.
A. Characterization of Piezoelectric Ultrasonic Transducers
A photograph of the transducers used in this study is shown in Fig. 2 . These were purchased from Kobitone Audio [17] and were designed to have a center frequency of 40 kHz, a bandwidth of 1 kHz, and a sound pressure level of 115 dB at 40 kHz with a reference of 0.0002 µbar. Characterization of the transmission efficiency of the transducer pair used in this experiment was determined over a wide frequency spectrum. Data gathered by pulsing one transducer-with a receiving transducer clamped face to face-were used to produce the empirical frequency response curve in Fig. 3 . From the figure, it is clear that the employed transducers exhibit two major regions of resonance. The first occurs around the manufacturer- specified resonant frequency of the device, at about 40 kHz [17] . The second occurs on a band beginning near 260 kHz and extending to approximately 330 kHz. This second band is well displaced from the nominal 40-kHz center frequency of the transducers and produces a better voltage response by a wide margin.
B. Empirical Channel Evaluation
Two shipping container corner posts were acquired for demonstrating the communication system developed. The corner post setup is shown in Fig. 4 , which shows two corner posts horizontally lying on a support structure and held in compression with a hand hoist and nylon strapping. Importantly, for the shipping container application, it was discovered that ultrasonic signals can be transmitted from one corner post and received on a second corner post abutted to the first. In actual use, corner posts would be associated with containers. Two stacked containers would be supported by four pairs of abutted corner posts.
With the steel channel established, empirical analysis was performed to find an optimal way to transmit and receive digital data. Three aspects of channel evaluation are described through the remainder of this subsection.
1) Wave Fundamentals and Channel Characterization: Acoustic waves are used for a number of applications, as noted in the introductory section. Their use for communications has primarily been in underwater applications. The behavior of the waves in these applications has some distinct differences from waves traveling through solid mediums. Waves traveling through water are generally caused by compressions and rarefactions of the water. Compression refers to a region of high mass density, whereas rarefaction refers to a region of low particle density. As the wave propagates, these regions appear in sequence with one another-like a set of dominoes. The boundaries consist of the surface where the air meets the water and the floor of the water container. Underwater waves spread in both time delays and Doppler shifts. In contrast, acoustic waves traveling through a solid medium, such as steel, have many modes of travel. These include longitudinal, transverse, surface, and plate waves. Longitudinal waves travel parallel to the direction of the wave, whereas shear or transverse waves travel perpendicular to the direction of the wave. Surface waves have an elliptical orbit. Plate waves consist of Love and Lamb waves and travel in thin material that is only a few wavelengths thick. Love waves move shear to their bounding surface and change velocity with respect to its frequency. Lamb waves have infinite modes of propagation and are dependent on the entry angle, frequency, and structural geometry of the channel [18] .
The purpose of this research was not to create a complex model of a metallic communication channel but to find a practical way to communicate through a metallic channel. We have empirically studied the channel and from these studies can predict channel behavior with sufficient fidelity. In Fig. 5 , we can see complex signals arise from a 26-µs pulse. These signals are created through the multipath of the different wave modes, as described in the previous paragraphs. While there is strong constructive and destructive interference due to the multipath, there is no Doppler shift in the signal, as each signal contains the carrier frequency of the pulse signal, which, for this study, was set at 300 kHz.
2) Reciprocity: Reciprocity or symmetry of transmission between two points on the channel is an important characteristic of the channel. It ensures that communication in both directions can use the same transmission tones. Evidence for reciprocity was experimentally investigated by placing transducers at the five locations illustrated in Fig. 6 . One transducer was chosen as the transmitter, with another as the receiver. Eight tones were transmitted, and the received signal's frequency response was captured. Then, the transmitter and receiver leads were switched, without moving the transducers, and the experiment was repeated. There was strong evidence that reciprocity exists in this real-world channel.
3) Spatial Relevance: Spatial distance between transducers was varied to determine its impact on signal transmission. This experiment was performed by choosing a point along the channel to transmit the data and capturing the received signal from several different points to simulate locations of possible module placement. Although transmission was generally consistent, it was noted that there were changes in the frequency response dependent on the distance between the transmitting and the receiving transducers. This is due to the multipath that arises from the steel channel. The multipath of the signal may create destructive or constructive interference among specific frequencies, depending on the spacing of the transmitting transducer, receiving transducer, and the corner posts. Therefore, some frequencies may transmit well in some locations, whereas, in other locations, they may be attenuated. Fig. 7 shows the responses of two receiving transducers at different distances from the same transmitter. From the image on the left, the transmitted tones f 0 and f 2 were not received well, whereas the image on the right shows that f 0 and f 2 were received better but f 3 has been attenuated. In summation, MFSK tones transmit well in the steel channel, but a training sequence will need to be performed in a fielded system to map out optimal transmission tones. All other experiments performed here are done under the assumption that the frequency response has been mapped for the specific transducer locations used.
C. Modulation Approach: MFSK
MFSK, which is a generalization of FSK, is known to be well suited for fading channels [19] . Ultrasonic signals transmitted through mediums such as steel or water are subjected to extreme fading effects. In the case of transmitting ultrasound through a steel beam, fading is primarily due to two phenomena: 1) multipath effects due to multiple reflections from channel boundaries and 2) the effect of multiple waves traveling through the channel at different velocities [15] .
Traditional FSK represents different symbols with individual sinusoidal tones. Thus, for a pool of N tones, FSK can encode at most N symbols. MFSK uses different combinations of multiple frequencies (summed tones) to encode symbols [19] . The MFSK scheme in which exactly Q tones are used at once is known as Q-tone MFSK. Let N denote the set of tones available for defining symbols, with Q being the number of tones in each Q-tone MFSK symbol. It follows that Q-tone MFSK can encode of Q elements from an N -element set. Using Q-tone MFSK is advantageous in that the system can utilize the full bandwidth of the channel while maintaining low power with relatively high bits per transmission. On the transmission side, an M -bit data word is input to a symbol encoder module (where Q < M < N), which produces an N -bit symbol, as shown in Fig. 8 . For Q-tone MFSK, exactly Q of these N bits are unity, which correspond to selected tones of the symbol.
In principle, an MFSK receiver employs a bank of matched filters with center frequencies tuned to each of the N tones. For the implementation described, the received signal is digitized, and FFT is performed on the receiver's digital-signalprocessing (DSP) chip. The receiver thresholds the magnitude of the values from the FFT frequency bins associated with the N tones. If exactly Q tones exceed prescribed thresholds, then the corresponding symbol is detected. Otherwise, the receiver declares a transmission error. Experiments were conducted with N = 23 and Q = 8. The frequency band was from 260 to 320 kHz. Each of the frequencies f k , where k = 0 to N −1, was selected by using only the frequencies that returned the highest amplitude response while maintaining a distance of at least 1.5 kHz apart. In this experimental system, 
III. SYSTEM DESIGN
The team's initial focus was on designing and constructing a receiver to capture and decode MFSK symbols transmitted down a steel beam. On the transmission side, an arbitrary signal generator, i.e., Agilent 81150A, and an amplifier circuit produced and transmitted the MFSK symbols. The current receiver includes an amplifying and biasing circuit, an LM567 tone decoder, and a DSP chip. The amplifying and biasing circuit was used to amplify the received signal in order to utilize the full dynamic range of the DSP chip's onboard ADC. The circuit had a signalto-noise ratio of 27 dB and a gain of 600 V/V. This amplifies the signal from 5 mVpp to 3 Vpp on a 1.5-V bias. The LM567 chip was chosen because it provides an easy and inexpensive way to detect the synchronization tone. Instead of the DSP chip constantly sampling and filtering to detect synchronization, the DSP chip is instead put into a low-power idle state until the sync tone is detected by the LM567. This is key to keeping the communication module as energy efficient as possible.
Initially, a DSP chip was chosen for its potential to rapidly compute the spectrum of the received signal via FFT. The Texas Instruments TMS320LF2407A DSP chip was chosen for this project, based on its low-cost aspects, features, and low power consumption. The F2407A is a 16-bit fixed-point DSP chip that is capable of operating at speeds up to 40 million instructions per second. The F2407A has an internal flash memory (32 KB), which allows for rapid prototyping and eliminates costly offchip memory. This particular DSP chip also has an onboard ADC with a 500-ns conversion time. This feature mitigated the need for an additional off-board converter. The lower shaded portion of Fig. 1 depicts the functionality performed by the DSP chip. The sync tone is sent at the beginning of a transmission cycle, which corresponds to the modulation clock rising to its high state. When the modulation clock falls to its low value at half the clock period, the MFSK symbol is transmitted. Fig. 9 shows the actual scope traces of the transmission of the sync tone, followed by the MFSK signal. As the MFSK signal travels down the channel, the signal degrades and fades but is eventually picked up by the receiving transducer. This signal is then amplified to 3 Vpp and sent to a biasing circuit, as well as the tone decoder. Fig. 10 provides a detailed timing diagram showing how the sync tone (in red) is used to synchronize the receiver with the transmitted signal (in blue). When the sync tone is transmitted, the LM567 detects the tone after a (predictable) delay time of T D . The value of T D includes the time for the signal to propagate down the channel and trigger the LM567 chip. Once triggered, the LM567 pulls down a general-purpose I/O (GPIO) on the F2407A. The GPIO wakes up the F2407A from its power-efficient mode and activates the necessary peripherals to start processing the received ultrasonic signal. The F2407A waits for a specified time of T /2 − T D + T M , where T M represents a safety margin to ensure that the DSP chip takes samples near the center of the received signal pulse. The DSP samples at a rate of 165 kHz for a total sampling time of T S and collects 512 samples. The time interval in which sampling occurs is depicted by the blue shaded region in Fig. 10 . Once 512 samples are collected, a radix-2 FFT is performed on the samples. The magnitude of the FFT is then compared with a threshold at specific frequency bins corresponding to the frequency tones of the MFSK modulation. 
A. Implementation
Two experimental scenarios were conducted: the first was with a transmitter and a receiver on the same corner post, and the second was with the transmitter and the receiver on separate abutted corner posts. MFSK symbols were successfully transmitted with few errors for each case. Due to the relatively slow performance of the inexpensive DSP chip employed for this initial study, the symbol rate achieved was only 20 Hz. With 18 bits of data encoded in each transmission of 
B. Sampling Approach
By definition, bandpass sampling is a special form of undersampling that translates a high-frequency bandpass signal to a baseband frequency [20] [21] [22] [23] [24] . This concept provides a technique of reduced sampling speeds, which directly translates to reduced power consumption (as the authors have been able to demonstrate in [25] ). For this ultrasonic project, this approach enabled the sampling of the received signal to be only 165 kHz, which is just slightly over one-half the maximum tone frequency of 320 kHz. Had this undersampling procedure not been utilized, then a high-speed ADC sampling rate would have been required.
In addition, the transmitted tones were chosen with the following: 1) Each tone was designed to fall within a specific frequency bin of the FFT, and 2) an integer number of periodic cycles of each tone within of the sampled waveform could be collected and processed by a data frame of the FFT within the DSP chip. These two constraints, which are also known as coherency, form a method that increases the spectral resolution of an FFT and eliminates the need for window sampling when conditions 1 and 2 are met. Experiments on coherency, within the bandpass sampling framework, were performed with M -ary orthogonal signals, where M was chosen to be eight. Figs. 11 and 12 show that coherency significantly increases the resolution at each frequency and therefore makes them easier to detect. 
C. Handshaking
While different transmitter/receiver locations along the channel generally have similar frequency responses, there is a potential for some frequencies to be emphasized and others to be attenuated. Handshaking will enable each pair of transmitter/ receiver modules to accurately represent and utilize the frequency response of the channel, which depends on the relative location of the transducers. We can map out the most efficient tones to be used for communication by making use of the reciprocity property of our channel, as described in Section II-B2. This process will begin with the transmitter sending out a sync tone to activate the receiver. The receiver will then transmit a set of Q tones separated by the band of the useful spectrum f Hi − f Lo , which is divided by the number of tones Q, i.e., (f Hi − f Lo )/Q. The transmitter will keep track of the received Q tones and their magnitude in the FFT. The receiver will next increment each of the Q tones up the spectrum by f inc , where f inc is defined by the size of the smallest frequency bin location of the FFT. Once the entire spectrum has been covered, the transmitter will then send out a series of transmissions using the N best received tones that are at least f min apart, where f min denotes the minimum frequency distance that can be accurately seen by the FFT and can be coherently sampled, as stated in Section III-B. Once the N tones have been sent, the transmitter will send out a sync tone to designate the end of transmission. Through this handshake, the receiver and transmitter will be able to represent N Q symbols. The time that this handshake will take with our current apparatus is a little over 1 s. This assumes that our frequency band is from 260 to 330 kHz, the transmission rate is 20 Hz, f inc = 322 Hz, and Q = 8.
D. Equalization Studies
Equalization enables the utilization of frequencies that would not otherwise be easily detectable and therefore increases the data rate at which we can send our signal. As seen in Fig. 3 , the band used for transmission is not completely flat. We therefore used equalization as a means to flatten the magnitude at which the frequencies are received. This is done by weighing each frequency in the MFSK symbol and then normalizing the symbol before it gets transmitted. This will place more emphasis on specific frequencies while maintaining full utilization of the DAC. Fig. 13 shows that we can get close to having the frequency peaks of all received signals at the same magnitude, which greatly increases the number of coherently transmitted tones. As the word was increasingly weighted, more energy was needed to transmit the MFSK symbol to an optimal voltage for the receiving ADC. This is because, as more energy is put into a set of less efficient frequencies, the other tones will receive less energy; therefore, the symbol arrives at a lower voltage. Equalization is performed after two modules complete the handshaking process.
IV. CONCLUSION AND FUTURE PLANS
This paper has described the design of an MFSK communication system based on ultrasonic signals that are transmitted through steel shipping container corner posts and utilize lowcost transducers. We have demonstrated the ability to reliably encode and transmit 18 bits of data per modulated MFSK symbol. Experiments conducted have shown that inexpensive transducers are capable of both transmitting and receiving ultrasonic signals through steel with a relatively high signal-to-noise ratio and low transmit power. Empirical studies have shown that handshaking can be performed for accurate base tone selection. Equalization can also be performed to enhance reception characteristics. The low-power aspects of the transmitter/receiver have been enhanced by leveraging undersampling techniques to implement a bandpass sampling strategy, enabling the use of low-power and low-sampling-rate ADCs. Our current system uses inexpensive parts to build a working receiver, achieving a data rate of about 360 b/s. Currently, our data transmission is limited by how quickly the low-cost F2407A can perform FFT. With an upgraded DSP chip, the potential to more quickly receive data will be limited only by the intersymbol interference of the channel. Future research will evaluate and develop specific MFSK symbol encodings, as well as communication protocols. A complete transmitter/receiver module that is capable of sensing and storing data from an array of sensors will also be constructed. This future unit will have a more powerful and more efficient processor that is capable of performing FFT much faster than the current processor. Evaluation for the optimal set of Q tones will be performed. For the shipping container application, experiments will be conducted on fully constructed containers.
